


Overview

Linux System Administration Experience

Incoming Tickets

Backend server maintenance (www1/www-2017)
Command-line workflows for debugging and deployment

NnEXO wiki rebuild and data migration (trials and tribulations)
What next?



Core Skills

Linux & Bash workflows

Web server management (Nginx / Apache)
Service orchestration (systemd)
Debugging production systems

Data migration & infrastructure setup

Why | was hired in the beginning



HOW it Sti" feels tO use « Total Control of all actions (almost)

. e Level 99 Wizard simulator
Llnux * Shell Commands == Spell Casting




Linux Administration

Example "string" command Prepare to READ

lg 1$ grep pr 55 |ProxyP
Binary file /etc/httpd/modules/mod_proxy.so matches

twiki.conf cute/private/TWiki https://ma
cute/private/TWiki https:
rivate/TWiki/ https://a

ute/private/TWiki/ hitps://se-2
xyPass /docushare7eval ajp
xyPassReverse /doc

9/docushare7eval

grep -Rnik
'ProxyPass|ProxyPassReverse'
/etc/httpd 2>/dev/null

Other examples are
too detailed:; this one was
the shortest

tycanprox
tycamproxy. conf

Lab.ca/synpa
/11sts. snolab.ca/static-synpa
https://Lists,snolab.ca/static-sympa
Z/ma L snolab. ca/syipa

7 \ab.ca/sympa

Fpre pr news -projects/private !
preinclude:s4:# ProxyPass /news-projects hitp://wwl.snolab.ca/news-projects
preinclude:55:# ProxyPassReverse /news-projects http://wewl.snolab.ca/naws-projects

conf.new:3:ProxyPass /sympa https://lists.snolab.ca/sympa

w:4:ProxypassReverse e

onf .new:6:Proxyp tic ps: /118t 50 ca/static-sympa

conf .new:7:ProxyPassRevers tps://115ts snolab,ca/static-synpa
1.conf:1: ProxyPassMatch ~(/~.*)$ L Snotab.cast

d7§rom-www/mov
d7f rom-ww/mov

to.) ProxyPassReverse /
conf.preinclude.novhosts:53:# Proxy
~conf pi 1 ovhost

snalab.ca/pews-projects
woeu-snolab. ca/news -projects

ssReverse
[l s001

1:# ProxyP.

s /orbeon ajp
2:# ProxyPassheverse

3:ProxyPass /orbeon hitp
ss1:5:ProxyPa:

d/60_orbeon
d/00_orbeon. conf
d/sympa.conf
d/sympa.conf s

/060¢-2017 500

ttpd/co
ttpd/cor
/httpd/cor
c/httpd/co

d/snolab-caneras . -caneras




B AL SV A A

ite/httpd/conf.
ite/httpd/conf.
ite/httpd/conf.
'tc/httpd/conf.

itc/httpd/conf.

itc/httpd/conf.
ite/httpd/conf.
1tc/httpd/conf.
itc/httpd/conf.
itc/httpd/conf.

ite/httpd/conf.
itc/httpd/conf.
itc/httpd/conf.
itc/httpd/conf.
ite/httpd/conf.
ite/httpd/conf.
itc/httpd/conf.
itc/httpd/conf.
ite/httpd/conf.
ite/httpd/conf.
ite/httpd/conf,
itc/httpd/conf,
itc/httpd/conf.
itc/httpd/conf.
ite/httpd/conf.
itc/httpd/conf.
ite/httpd/conf.

ite/httpd/conf.
ite/httpd/conf.
ite/httpd/conf.
itc/httpd/conf.
itc/httpd/conf.
itc/httpd/conf.
itc/httpd/conf.

ite/httpd/conf.
ite/httpd/conf.
itc/httpd/conf.
'te/httpd/conf.

ite/httpd/conf.
itc/httpd/conf.
1te/httpd/conf.
'tc/httpd/conf.

D L

d/00_sbc_twiki.c
d/00_sbc_twiki.c
d/00_pico-docdb.

d/00_pico-docdb.

d/from-www/disab
d/from-www/disab
d/from-www/disab
d/from-www/disab
d/from-www/proxy_
d/from-www/proxy_

d/from-www/proxy_
d/from-www/proxy_
d/from-www/proxy_

d/from-www/proxy

d/from-www/sympa.
d/from-www/sympa.
d/from-www/sympa.
d/from-www/sympa.
d/from-www/sympa.
d/from-www/sympa.

d/from-www/vhost
d/from-www/vhost

d/from-www/vhost.
d/from-www/sympa.
d/from-www/sympa.
d/from-www/sympa.
d/fron-www/sympa.

d/from-www/movin
d/from-www/movin
d/from-www/vhost.
d/from-www/vhost.,
d/from-www/vhost.
d/from-www/cap-1
d/from-www/cap-1
d/00_orbeon.conf
d/00_orbeon.conf
d/00_orbeon.conf
d/60_orbeon.conf
d/sympa.conf_ssl:
d/sympa.conf_ssl:
d/sympa.conf_ssl:
d/sympa.conf_ssl:

WIS _ OO Lra sl I WUNYTF GO TWT J% JOMLY M LVGILGy 1T LN L

onf ssl:3:ProxyPass /sbc/private/Twiki/ https: 1 ‘
onf_ssl:4:ProxyPassReverse /sbc/prtvate/th 1/ https //www 2017.snolab.ca/sbec/private/TwWik1
conf_ssl.no:1:ProxyPass /owncloud h n
conf_ssl.no:2:ProxyPassReverse /owncloud '
led/securitycamproxy.conf.disabled:17:ProxyPass /securitycam http:// '
led/securitycamproxy.conf.disabled:18:ProxyPassReverse /securitycam | 4 1.49/securityca
led/securitycamproxy.conf.disabled:20:ProxyPass /securitycam-direct c
led/securitycamproxy.conf.disabled:21:ProxyPassReverse /securitycam- dlrect h1;p*nggguglxxgam*gnglgh*ga
to_wwwl.conf:3:ProxyPass /pico -
to_wwwl.conf:4:ProxyPassReverse /pico
to_wwwi.conf:6:ProxyPass /grading-committee http: v : s .
to_wwwi.conf:7: ProxyPassReverse /grading-committee h AL, §
to_wwwil.conf:9:ProxyPass /icons http://wwwl.snolab.ca/icons
_to_wwwl.conf:10:ProxyPassReverse /icons hmggjﬁﬁf?ul*gnglah*galiggng
conf:3:ProxyPass /sympa https://lists,.snol sympa
conf:4:ProxyPassReverse /sympa https://lists.snolab.ca/sympa
conf:6:ProxyPass /static-sympa https://lists.snolab.ca/static-sympa

conf:7:ProxyPassReverse /static-sympa h11n1*LLl111i*inglah*gazggaxlg_igmna
http://mail.snolab.ca/sympa

conf.pre-move:5:#ProxyPass /sympa

conf.pre-move:6:#ProxyPassReverse /sympa http://mail.snolab.ca/sympa
.conf.preinclude:53:# ProxyPass /news-projects/private !

.conf.preinclude:54:# ProxyPass /news-projects Ex1g*11nuu1*;nglah*galngui_pgglggxi
conf.preinclude:55:# ProxyPassReverse /news-projects http://wwwl.snolab.ca/news-projects
conf.new:3:ProxyPass /sympa Ll;§1§4§ngiah*gazgymna

conf.new:4:ProxyPassReverse /sympa https://lists.snolab.ca/sympa

conf.new:6:ProxyPass /static-sympa https://lists.snolab.ca/static-sympa
conf.new:7:ProxyPassReverse /static-sympa | H ' 1C -

g_to_wwwl.conf:1: ProxyPassMatch ~(/~.*)$ https://wwwl.snolab.ca$l
https://wwwl.snolab.ca/~

g_to “wwwl.conf:2: ProxyPassReverse /~

conf. preinclude.novhosts:53:# ProxyPass /news-projects/private !

conf.preinclude.novhosts:54:# ProxyPass /news-projects E11n*LLguu1*gnglah*gazngg§_gzglgg1§
conf.preinclude.novhosts:55:# ProxyPassReverse /news - prO]ects http://wwwl.snolab.ca/news-projects
oc.conf:3:#ProxyPass /cap-loc

oc.conf:4:#ProxyPassReverse /cap-loc https: .snola -

ssl:1:# ProxyPass /orbeon ajp: //localhost 8009/orbeon

ssl:2:# ProxyPassReverse /orbeon ajp://localhost:8009/orbeon

ssl:4:ProxyPass /orbeon

hxxnizzlgsalhgix*aa
ssl:5: ProxyPassReverse Jorbeon http://localhost:8080/0orbeon

S:ProxyPass /sympa https://lists.snolab.ca/sympa
6:ProxyPassReverse /sympa https://lists.snolab.ca/sympa

8:ProxyPass /static- sympa

https://lists.snolab.ca/static-sympa
9:ProxyPassReverse /static-sympa https://lists.snolab.ca/static-sympa

=




Major Ticket: Remember TWiki?

Email shift reports
Underground shift report, what happened?

ne classical "Intern messed up" moment

ne worst setup one can lay eyes on
The Ballad of the Emails: Return of the UG Shift Reports

Multiples cannot save when accessing same sessions



Results Shift Report for 2026-02-13 Day Shift, Underground % summarize

4

SNOLAB Shift Report Administrator
Shift Report for 2026-0...  2/24/2026

_ SNOLABShiftReport Administrator<webmaster@snolab.ca> @
Shift Report for 2026-02-2... Inbox S

To: +1 other Tue 2/24/2026 10:48 AM

SNOLAB Shift Report Administrator
Shift Report for 2026-02-...  2/24/2026

Shift Report for 2026-02-1... Inbox .
Shift Report for 2026-02-13 Day
SNOLAB Shift Report Administrator
Shift Report for 2026-02-...  2/24/2026 I Shift U nderg rou nd
Shift Report for 2026-02-1...  Inbox I

SNOLARB Shift Report Administrator This Shift Report, including full Detailed Activities, can be found at

Shift Report for 2026-0...  2/24/2026 DocuShare. i
Shift Report for 2026-02-2...  Inbox All Underground Shift Reports can be found here.

SNOLAB Shift Report Administrator
Shift Report for 2026-0...  2/24/2026

Shift Report for 2026-02-1...  Inbox SNOLAB General Shift Information:

I |
“"I "',

SNOLAB Shift Report Administrator

[T




Backend Maintenance

Proper Routine when handling

What actually happens:
www1 and www-2017:

Misery (Not really)
SSH-based system access (MobaXterm)

Lots of lines to read that cannot be given to

Service monitoring & recovery (Intermediate) CliaGET (Fitvaey & Conte el Clawss)

. Debugging/Documenting is where all
Log analysis and debugging (Major) attention is usually at (Occasional line

skipping can happen)

File system management (Major)

Resolving port and service conflicts (Minimal)



Linux Workflows

Essential Commands for Backend Management with MediaWiki and Twiki

Each new addition to LocalSettings.php needs restarting =====

Network Debugging
ss -ltnp
Data Handling

tar -xf archive.tar

Permissions Example

chown -R www-data:www-data

systemctl status mediawiki

systemctl restart mediawiki

10



What do some spells mean ?

ss -Intp = "Show me all the listening tcp sockets, displayed in numeric form, and include the
process using each port"

grep -RniE'ProxyPass|ProxyPassReverse'/etc/httpd 2>/dev/null => grep is the search tool,
after the dash, 'RniE' looks intimidating, no worries that's what got 'stringed' together!

It means the following: -R 'recursive search' -n 'show line number where matches are found' -i 'ignore case, ex:
ProxypaSs, proxypass, pROXyPaSs, etc' and finally -E 'use extended regular expressions like | (or).

Why recursive? To Search through all files and the directories respective 'sub directories'.

Hold on, what about 2>/dev/null ?? That is for error redirection, a must have else the string script exits with error code 1
and stops the search, a null dump for better words.

11



nEXO Project

Longest Running, 99.99% System Architecture

completed.

Ubuntu VM |
Large dataset (~60GB+) with more to unty deployment

come 5 TB storage allocation
Slightly functional authentication MediaWiki/PHP web server backend
system

Nginx reverse proxy

Old hosting environment, ancient

s Internal + external access via DNS
PHP and mediawiki installation

versions

Migration Process Web Infrastructure
Transferred large archive via SSH Configured Nginx reverse proxy
Extracted and reorganized file Connected domain
structure (nexowiki.snolab.ca/wiki)
Integrated into MediaWiki /images Implemented HTTPS (Let's Encrypt)

Fixed permissions and indexing Resolved redirect and routing issues
12



MediaWiki 1.43.6

LocalSettings.php not found.

Please set up the wiki first.

‘ll.'.
L ",

a1 N g
2 1 ".r

‘..I.II,.'



[J | % https://nexowiki.snolab.ca/wiki/index.php?title=Main_Page & 2| ¥ A o & a8 % @ —

» Pro-Sapien- Home » YouTube &P SharePoint essl My LastPass Vault & Qusai Almasri - Das... VIP-DARKSIDE.SNO... . New color schemes... Home | NetBox »

- Saijax Talk Preferences Watchlist Contributions Log out
Ex Main Page Discussion Read Edit View history More v | Search nEXOwiki Q
Main Page

The nEXO Collaboration Wiki

Main page
Recent changes Welcome to the nEXO collaboration wiki. This is a fully editable web page to store information on the nEXO project. There are other resources such as the mailing lists.
Random page If there are questions about what information should be place on what resource please contact Mike Heffner (mheffner@linl.gov). Please refrain from editing the top
Help about MediaWiki level pages without discussing with folks maintaining this site.
Tools
What links here BN
Related changes g 1 B
Upload file . . ]
Ssecial pages nEXO Welcome Page - New members can start here for important on-boarding steps L
]
Printable version e [Meetings] "
Permanent link « [Contacts] s 10
Page information o - . r
e [email lists] -
e [Level 2 Workgroup Pages] ', .’
e [Design Workshops] 5
e [Publications, Proceedings, and theses (Paper archive)] ol
e [Conferences and Talks (Talks list)] Taw
¥ gy
* [Management]
" ngi

e [Other Work] .
e [NnEXO Point Design Documents]
¢ [NEXO Board Documents]



Challenges & Diagnoses

Extension Feasibility
"Error: Fatal exception of type

"Wikimedia\Rdbms\DBQueryError"
"Error 1: near "AUTO_INCREMENT":

syntax error"
Diagnose:

"acr_id int unsigned NOT NULL PRIMARY
KEY AUTO_INCREMENT "

Apache clashing with Nginx

"Error (98) Address already in use: AHO0072:
make_sock: could not bind to address
0.0.0.0:80"

"no listening sockets available, shutting down"

Diagnose line:
"ss -ltnp | grep -E ':80|:81|:8080|:443""

15



Cause & Solution

Extensions Apache & Nginx
SQLite does not support "variable Ports 80 and 443 were in use
extension”

Fix: sudo snap set nextcloud
Fix: Transition to access-based login via ports.https=444

eI EemifRel (| Sy SEEiey) sudo snap restart nextcloud.apache

# wiLoadExtension( 'ConfirmAccount' ); Config: location /wiki/ { proxy_pass

: )

Demo to show

16


http://127.0.0.1:8080/

What next? Possibilities are Endle- Limited

Aiding in Business Automation Development

Some experience with automation and app creation

PHP server-side programming

Used for overhauling certain aspects of the current state of some
websites

Can not be too ambitious

17



IT Appreciation

Kipp Grose
James Hawkins
Peter Luczak
Parsa Moradian
Diane Lessard

Krina Patel

_eonardo Aquino



Questions?

He's Lying
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